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Abstract

Most of the steganographic scheme embeds the hidden message through the least
significant bits either in the spatial domain or frequency domain sequentially or pseudo
randomly through the cover media (Based on this fact) statistical Steganalysis use different
techniques to detect the hidden message, A proposed method is suggested of a stenographic
scheme a hidden message is embedded through the second least significant bits in the
frequency domain of the cover media to avoid detection of the hidden message through the
known statistical Steganalysis techniques.

Luilany) CRESY s quiadl plia)44,

duila sleall g CHlad a1 408) jall A4yl

jamalothman2003@yahoo.com : 555 & »

Ladal)

Al Gaazail (LSB) Al J8Y) AL Sl W) 408 ol andind 485 el LY Cullud S
oo ikl 5k KT, uas:m_m‘_‘u}us\}agjmdm&m)mdw}i@u\&mséaﬂn
oe —aisll 4\..\.1\...4;\ &_ILL\SJ ?.uua.a L_sﬁ 4..\...4:‘)53\ XYY GJ\ 2\5})&43\ ‘_s_\LAA\J\ d.da.d\ e\d;.u.u\_a MSMM d:\.m)!\
DAY ( Second LSB) G.\Lﬂ\ M\ Jay Ls-’L‘-‘j‘ ?\M\ Caanll Jaa ‘55 C).\s.\ ¢ Aozl g_aLﬂ.quM)u Jluy e
&JL\GAM‘).MJ\‘UL»JHJpjucu.mﬁ\&_\.\;th}cu\uhéﬁ@)aﬂ\dhu)ﬂM@M\dﬁ\]\@bﬂ\w
_MJ}A}\ G.\LAAAY\ d:ﬁ;.\“ u\eme\.\;.\u‘\ dbw;ﬂaﬂ\

Keywords: Steganography, Steganalysis, Discrete Cosine Transformation (DCT), LSB,
Second Least Significant Bit (SLSB).

1- Introduction

Steganography is the art and science of hiding communication; a steganographic system
thus embeds secret data in unremarkable cover media so as not to arouse an eavesdropper’s
suspicion, the information-hiding process in a steganographic system starts by identifying a
cover medium’s redundant bits (those that can be modified without destroying that medium’s
integrity). [1]
Steganalysis is the science of detecting hidden information. The main objective of
Steganalysis is to break steganography and the detection of stego image is the goal of
steganalysis. Almost all steganalysis algorithms rely on the Steganographic algorithms
introducing statistical differences between cover and stego image. Steganalysis deals with
three important categories: (a) Visual attacks: In these types of attacks with a assistance of a
computer or through inspection with a naked eye it reveal the presence of hidden information,
which helps to separate the image into bit planes for further more analysis. (b) Statistical
attacks: These types of attacks are more powerful and successful, because they reveal the
smallest alterations in an images statistical behavior. [2]

There are several techniques used to emblements Steganography some of them are

simple and easy to detected other are very complicated and very hard or even impossible to be
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detected through the known and published steganalysis. algorithms .Many well known
stegnographical schemes works by embedding the secrete data in the least significant bits
(LSB) in the spatial or frequencies domain sequentially or pseudo randomly by using a seed
key , many of steganalysis schemes works to detect the hidden data relying on the hypothesis
that the hidden data exist in the least significant bit of the cover image .A proposal in this
paper of a stegnographical scheme by which the Second Least Significant Bit (SLSB) is used
rather than the Least Significant Bit (LSB) to a void wide range of steganalysis scheme , in
this paper a brief introduction to steganography , Discreet cosine transformation , least
significant bit with more attention to steganalysis and finely a pseudo code for the proposed
algorithm is given.

2-Steganography

The word steganography comes from the Greek steganos, which mean covered or
secret and graphy mean writing or drawing. Therefore, steganography means, literally,
covered writing [3]. Steganography is the art of hiding information and an effort to conceal
the existence of the embedded information. It serves as a better way of securing message than
cryptography which only conceals the content of the message not the existence of the message
[4]. However, the two techniques are not mutually exclusive. Steganography and
Cryptography are in fact complementary techniques. No matter how strong algorithm, if an
encrypted message is discovered, it will be subject to cryptanalysis Likewise, no matter how
well concealed a message is, it is always possible that it will be discovered [5].

The earliest recordings of Steganography were by the Greek historian Herodotus date
back to around 440 BC. Herodotus recorded two stories of Steganographic techniques during
this time in Greece. The first stated that King Darius of Susa shaved the head of one of his
prisoners and wrote a secret message on his scalp. When the prisoner’s hair grew back, he
was sent to the Kings Aristogoras in Miletus undetected. The second story also came from
Herodotus, which claims that writing medium was text written on wax covered tablets.
Romans used invisible inks, which were based on natural substances such as fruit juices and
milk. This was accomplished by heating the hidden text, thus revealing its contents. Invisible
inks have become much more advanced and are still in limited use today. During the 15th and
16th centuries, many writers including Johannes Trithemius (author of Steganographia) and
Gaspari Schotti (author of Steganographica) wrote on Steganagraphic techniques such as
coding techniques for text, invisible inks, and incorporating hidden messages in music. [6]

Modern Steganography refers to hide information in digital picture, audio or text files
...etc, each one of this digitals data has a many techniques can use with it [7]. The
information hiding process in a steganographic system starts by identifying a cover medium’s
redundant bits (those that can be modified without destroying that medium’s integrity). [8]
The embedding process creates a stego medium by replacing these redundant bits with data
from the hidden message. [9]

In modern steganography embedded message is detectable only if secret information
is known namely, a secret key [8]. This is similar to Kerckhoffs’Principle in cryptography,
which holds that a cryptographic system’s security should rely solely on the key material. For
steganography to remain undetected, the unmodified cover medium must be kept secret,
because if it is exposed, a comparison between the cover and stego media immediately reveals
the changes. [10] Christian Cachin proposed an information theoretic model for
steganography that considers the security of steganographic systems against passive
eavesdroppers. [11] In this model, we assume that the adversary has complete knowledge of
the encoding system but does not know the secret key. His or her task is to devise a model for
the probability distribution PC of all possible cover media and PS of all possible stego media.
The adversary can then use detection theory to decide between hypothesis C (that a message
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contains no hidden information) and hypothesis S (that a message carries hidden content). A
system is perfectly secure if no decision rule exists that can perform better than random
guessing. Essentially, steganographic communication senders and receivers agree on a
steganographic system and a shared secret key that determines how a message is encoded in
the cover medium. To send a hidden message, for example, Alice creates a new image with a
digital camera. Alice supplies the steganographic system with her shared secret and her
message. The steganographic system uses the shared secret to determine how the hidden
message should be encoded in the redundant bits. The result is a stego image that Alice sends
to Bob. When Bob receives the image, he uses the shared secret and the agreed on
steganographic system to retrieve the hidden message. Figure (1) shows the model of the
general steganographic methods. For example Derek Upham’s JSteg is a publicly available
steganographic system for JPEG images. Its embedding algorithm sequentially replaces the
least-significant bit of =~ DCT coefficients with the message’s data. The algorithm does not
require a shared secret; as a result, anyone who knows the steganographic system can retrieve
the message hidden by Jsteg while OutGuess 0.1 is a steganographic system that improves the
encoding step by using a pseudo-random number generator to select DCT coefficients at
random. The least-significant bit of a selected DCT coefficient is replaced with encrypted
message data. [12]
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Fig. 1. The model of the general steganographic methods.

In general we can distinguish two main steganographic techniques: (i) Spatial domain
technique: In this technique only the least significant bits of the cover object is replaced
without modifying the complete cover object. It is a simplest method for data hiding but it is
very weak in resisting even simple attacks such as compression, transforms, etc. (ii)
Transform domain technique: The various transform domains techniques are Discrete Cosine
Transform (DCT), Discrete Wavelet Transform (DWT) and Fast Fourier Transform (FFT) are
used to hide information in transform coefficients of the cover images that makes much more
robust to attacks such as compression, filtering, etc. [13]
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3-LSB insertion method

The least significant bit insertion method is probably the most well known image
Steganography technique. It is a common, simple approach to embed information in a
graphical image file. [14]

The LSB technique either directly embed the secret data within the pixels of the cover
image or used the image frequency domain to embed the secret data in LSB of the discrete
cosine transform (DCT) coefficients. [15] In some cases LSB of pixels or the (DCT)
coefficients visited in random or in certain areas of image and sometimes increment or
decrement the pixel or coefficient value [16].

There are many algorithms used to embed secret data in a media file for example
JSteg algorithm is one of them. The algorithm sequentially replaces the least-significant bit of
discrete cosine transform (DCT) coefficients with message data. It does not require a shared
secret and here is a simple pseudo-code algorithm to hide a message inside a JPEG image:
[17]

Input: message, cover image
Output: steganographic image containing message
While data left to embed do
Get next DCT coefficient from cover image
If DCT # 0 and DCT # 1then
Get next LSB from message
Replace DCT LSB with message bit
End if
Insert DCT into steganographic image
End while

Although there are several disadvantages to this approach, the relative easiness to implement
it, makes it a popular method. To hide a secret message inside a image, a proper cover image
is needed. Because this method uses bits of each pixel in the image, it is necessary to use a
lossless compression format, otherwise the hidden information will get lost in the
transformations of a lossy compression algorithm. Disadvantages of using LSB alteration are
mainly in the fact that it requires a fairly large cover image to create a usable amount of
hiding space. Even nowadays, uncompressed images of 800 x 600 pixels are not often used on
the Internet, so using these might raise suspicion. Another disadvantage will arise when
compressing an image concealing a secret using a lossy compression algorithm. The hidden
message will not survive this operation and is lost after the transformation. However, the
LSB insertion method is easy to be attacked. [18]

4-Discrete Cosine Transformation (DCT)

The discrete cosine transforms (DCT) is a technique for converting a signal into
elementary frequency components [19] .The DCT transformation works by separating images
into different frequencies and then less important frequencies will discarded and only the
most important frequencies are used to retrieve the images. The rapid growth of digital
imaging applications, including desktop publishing, multimedia, teleconferencing, and high
definition television (HDTV) has increased the need for effective and standardized image
compression techniques. Among the emerging standards are JPEG, for compression of images
[20]. Most of the compression standards employ the discrete cosine transform (DCT)
Technique. Its application to image compression was pioneered by Chen and Pratt. [21]
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Discrete Cosine Transformations (DCT)), are used by the JPEG compression
algorithm to transform successive 8 x 8 pixel blocks of the image, into 64 DCT coefficients
each. The general overview of the Jpeg process as follows: [22]

1. The image is broken into 8x8 blocks of pixels.

2. The DCT is applied to each block, working from left to write top to bottom.

3. Each block is compressed through quantization

4. Image is stored using the compressed blocks in reduced amount of space.

5. When needed images are reconstructed by decompressed the coefficients by using the
Inverse Discrete Cosine Transformation (IDCT).

Each DCT coefficient F (u, ) of an 8 x 8 block of image pixels f (x,v) is given by:

m2x+1)u m 2%+ 1w

F(u,v) = a(u)a(v) £355 ZV25 f(x,y) cos . cos ——— ... ()
1
= for u=0
Y M
afu)= 4§ — ... (2)
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N

After calculating the coefficients, the following quantizing operation is performed:
F (u,v)

Q (wv)

Folu,v) = +(3)

Where @ (u, v) is a 64-element quantization table.

We can use the least-significant bits of the quantized DCT coefficients as redundant bits in
which to embed the hidden message. The modification of a single DCT coefficient affects all
64 image pixels. Although a modification of a single DCT will affect all 64 image pixels, the
LSB of the quantized DCT coefficient can be used to hide information. Lossless compressed
images will be susceptible to visual alterations when the LSB are modified. This is not the
case with the above described method, as it takes place in the frequency domain inside the
image, instead of the spatial domain and therefore there will be no visible changes to the
cover image.

S-Steganalysis

The development of techniques for steganography has led to an increased interest in
steganalysis techniques. [23] The main idea behind steganalysis is that the existence of a
secret data will modify the cover medium and change its statistical properties, so
eavesdroppers can detect the distortions in the resulting stego medium’s statistical properties.
The process of finding these distortions is called statistical steganalysis. [10]

Through steganalysis we try to determine if an image (or other carrier) contains an
embedded message Current steganalysis methods fall broadly into one of two categories:
embedding specific or universal. While universal steganalysis attempts to detect the presence
of an embedded message independent of the embedding algorithm and, ideally, the image
format, embedding specific approaches to steganalysis take advantage of particular
algorithmic details of the embedding algorithm. Given the ever growing number of
steganography tools, universal approaches are clearly necessary in order to perform any type
of generic large-scale steganalysis. [24] Another way to classify detection algorithms: one
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based on inherent statistical properties and the other on class discrimination. Detection
algorithms based on inherent statistical properties have the advantage that they do not need to
find a representative training set; moreover, they often let us estimate an embedded message’s
length. However, each steganographic system requires its own detection algorithm. Class
discrimination, on the other hand, is universal even though it doesn’t provide an estimate of
the hidden message’s length, and creating a representative training set is often difficult. A
feature vector can help detect several steganographic systems, once we get a good training set.
[10]

We are going to present the detection statistical steganalysis for example cases of
embedding through the least significant bits. For the case of sequential embedding in the
least-significant bits of DCT coefficients (as seen in many stegnographic scheme for example
JSteg) Andreas Westfeld and Andreas Pfitzmann noticed that steganographic systems that
change least-significant bits sequentially cause distortions detectable by steganalysis.[25] In
the simple case, the embedding step changes the least-significant bit of colors in an image.
The colors are addressed by their indices i in the color table; we refer to their respective
frequencies before and after embedding as n, and n; . Given uniformly distributed message

bits, if n,, > n,.., , then pixels with color 2i are changed more frequently to color 27 + 1

than pixels with color 2i + 1 are changed to color 2i. As a result, the following relation is
likely to hold:

Ing; — g4l 2 In3; — 135441 we (4)

In other words, embedding uniformly distributed message bits reduces the frequency
difference between adjacent colors. [10]

The same is true in the JPEG data format. Instead of measuring color frequencies, we
observe differences in the DCT coefficients’ frequency Westfeld and Pfitzmann used a y2-test
to determine whether the observed frequency distribution ¥, in an image matches a

distribution v, that shows distortion from embedding hidden data. Although we do not know

the cover image, we know that the sum of adjacent DCT coefficients remains invariant, which
lets us compute the expected distribution v from the stego image. Letting n, be the DCT

histogram, we compute the arithmetic mean to determine the expected distribution and
compare it against the observed distribution ¥, =mn,.. The 2 value for the difference

between the distributions is given as where v are the degrees of freedom. The probability of
embedding is determined by calculating g for a sample from the DCT coefticients. [26]

X ...

t 2 g2
P=1—f:-—i, we  (5)

2 22T (3)

Where T is the Euler Gamma function. For the case of data that is randomly distributed

across the redundant data The previous y2-test does not detect the hidden data, However, it is
possible to extend the y2- test to be more sensitive to local distortions in an image and to
detect the hidden data Using the extended test, we can detect pseudo-randomly distributed
hidden data. Instead of increasing the sample size and applying the test at a constant position,
we use a constant sample size but slide the position where the samples are taken over the
image’s entire range [10] Siwei Lyu and Hany Farid suggested a different approach based on
discrimination of two classes: stego image and non-stego image Statistics collected from
images in a training set determine a function that discriminates between the two classes. The
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discrimination function determines the class of a new image that is not part of the training set.
The set of statistics used by the discrimination function is called the feature vector. [27]

6-The Proposed Stegnographic Scheme
We propose to use of the Second Least Significant Bit (SLSB) rather than the Least
Significant Bit (LSB) of the quantized Discrete Cosine Transformation coefficient of an
image is implemented to avoid many known statistical steganalysis scheme and the pseudo
code of the suggested algorithm is as follows:
Input: message, cover image
Output: steganographic image containing message
While data left to embed do
Get next DCT coefficient from cover image
If DCT # 0 and DCT # 1then
Get next LSB from message
Replace DCT SLSB with message bit
End if
Insert DCT into steganographic image
End while
An important note is to choose a proper cover image, such as the use of domestic hand paint,
and to avoid well known hand painting as a cover image to avoid the comparison of the stego
image with the cover image.

7-Conclusion

By embedding the secret data in the second least significant bit (SLSB) rather than the
least significant bit (LSB) we will avoid many well known statistical steganalysis, this method
can widely used for embedding an acceptable amount of data size. LSB embedding can easily
be implemented and do not visually degrade the image to the point of being noticeable.
However many statistical steganalysis had been developed to detect the hidden data in the
cover media based on the hypothesis of embedding through the least significant bit.
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